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(57) Abstract: An interface block 
(11) converts the format of received 
downstream data (STRM). On receiving the 
format-converted data (D1F), a CPU (12) 
executes the MAC function. On receiving 
TEK. processing data (DTEK) obtained from 
the data (DIF), a TEK processing block (13) 
analyzes the data structure and, according to 
the analysis result, decodes the data. 
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jR^lfil CATV IZfta$tl-i)^v^;U^lS]iHIvX^A(i, -fe — gSt 

tf«*S««4*&'b>*— *«ft^O±9*ftafll©5!ll*lft*ltil*MAC (Medi 
a Access Control) MirPfliti, ffifttt* a«x-$ *l=-»f-?U-f LT 
Sto&3mfcMAC^tfM§&£fcO?Q ha;KD#ttI=«|:-3-C. Alltffi^ 

MA C#iiia0)— It, MCNS (Multimedia Cable Network Systems par 
tners ) <t l^dSfcHlfl)^*— "3 r JU:^"'* U— ^A^— ^JUT V-fe y h0> - 9"> r 7'f ■V— 
DOCS I S (Data Over Cable Service Interface Specifications) 
£"f ^OPSBlCOl^Tte, *lfl)Ca b I e L a b s (Cable Television L 
aboratories Inc.) A<I!&L W-Stt^S CData-Over-Cable Service Interfac 
e Specif ications J <D TRadio Frequency Interface Specification SP-RFIvl.1 
-106-001 21 5J izm^^Xl^ho 

sg<**iTi><!>. Ty*iRifimi*itttwifi^?if«tii<i^^*;usia»*<«!iy s 
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L<«»«fcA0)*afll«*Ty*lRia€©«l»7 s -*i:L-CMLfcyt-*. 

± y #fia& k £ a ft* v * jujs *<» uatawtft, 
«»©«*aiaiBi-c«^^ tfc y > &£ftae***jwi&»* t f&&*tfci*« 
^itsftif, -»i=««<cii«i*<j&5-cfcys -€-©atiBi*jR*Riasi=fcit 

docs i s MAC^iil*, Mcfc* i pa<li ©£i?nl4£iS 

to&tzih. **wi=-r— 9— *v hafliiBti©«at**L-ct^*^ docs 
/HSMA ? ±xfey, T-*©7Y^4»y>^ or yaw , 

a, IfetfSie, 7*— 7v Mt£©S*©ffi3fc*tf-t©llsa1tT?&fto 

LfrL&£<€>« MAC^tSKI*. afi*>XTAlC|*TTO<CT— *©-b*3.y 
x-f«fll*«#**fCj3y. DOCS I S*ai3HLTI* % *S 
©Cab I eLab s frbai Sftfcttfill rData-Over-Cable Service Interfac 
e Specificationsj © ("Baseline Privacy Plus Interface Specifications SP- 
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BPI+ -I06-001215J lCiJ^£;K-CU3o 

MAC^tKD-b^a'jT-f^tgl*. Baseline Privacy bl*l\ B P KM (Base 
line Privacy key Management) tm£tiZ>7a h3)l,%&m?Z>o BPKMtlt 

-ir^C ^Authorization Keyt, Hl^lCx—S'a)Bg^bfc«fci;m^blc^ffl-r^D 
ESB§^*- (Traffic Encryption Key, T E K i: l^o P?&) tl^lSW 

S*SliBI*RSA4Mltt*a-CBS#<k**tfcAiithorization KeyfcglfBty. R 
SA^lilffll>t, C ©Authorization Key£&#-fi>. SltflLfcAutho 
r i zat i on Keyfr b T E K ©fi#fl:-¥>BSE£fT o U < ofr <D&3I£*§T TEKf- 
**Btf&U S&MKZOT E Kf-5 HHSrofflfix— r $»<*>&*Hb£ 

frftOo CCt, Authorization Key(D&^b£fH RS AB§^0&^l&IH*> T 
EKf- ZO&mt&fto DESBf^-ro^^blZOLN-Cts 6 4t*»; hitMS©^ 

*«»fflLxfc»ffia»A<3£5iii=^oia y s uitft^c t ^b. 

c © * 3 ftll^H^^t t § z t a^i t $ tit ^ s„ 
MAcailli. iaffl^P-b'vtl- (CPU) ^ffl^T^-T>&CIi:A«-fiSfi<J^fe 

*fflL%«:C+*itfft&«:^^i:l*M-Cfc<5. I§U~C PU SI- 
&f£lc* # < & y , ft K £ u x K&S l*SS t ft o r L £ 5 . 
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^f>^-7i-X^Q7^L HETWrtf- *£glfCMAC (Media Acce 
ss Control) mm 3 C P U t. «flETy ^flx-* A^#b*tfcT E K 
(Traffic Encryption Key) «f-^§lt> ^Ox-SMOM^fHV 
COflWrlS£*»fc LT«#«J3£fTO T E KM^P y$ £ £ffla.fc*0-(Jfc 

-?) o 

Ztl\Z& MACllliSiltiBOAllD^. TEK*ZUIx-*0$ 
aS»«ffc» c©j»*re«*Sl=Lfctt^«iai:*<, CPUittSIKDTEKftI 

a]E«:llltt*at=*orfllfifc-r*ci:A<TOI=ft*. 

Uytfos TEK*1S-T— *£A.AU CffiTEKHf-^tpOMPEGi 
ittMP EG^itlrJi^iX^tifcM A C (Media Access Control) $jt££ffMr 
L, MA CfjlliOf-^ tfe^M A Cf-$ 0ttifc<):tff l*JitM A C 

x^- MifSx-s *m*-r *«js»«f v * t > t e Kiaif-f *oi®*§- 
a$#£i£^£fl?< fcMTE Kf-5 *ffli^rfi#L, *ofi#&j|£B&^fcS 

9 TEKffilf- £i|aOMPEG®jtOA.*/$fT?fe-&MP EG^f^lS 

JfrU MACf->©ttf**tMACf-*tiii^ fcefctfMAC^lz-A 
Oft ffl/ W * * t" M A C 5HittSffl UJ * M P E G V y 

tf^P 9 j>t % fllcM A C x- * &M^lfc ct^MACf-^ ftSfiilf^A 
^]tU MA CfltSO'V V ?-£ & & M A C a.? ?*0$?§^ y # M A C M 
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M (MAC Management Message) ^v$\>m<»7 4-}l> KlCOlvc*T- Mt$S£ 

&m+ a t tt\z, t e K«f-^ i=tta^ ? w#£-t -s t *a»^ ^ 

ttfi**1"»3S^vyttS1f«T-^*ttiAL, fro. TEKlif-^l:MA 

fflBM A CMM^'V 4ftt«1t«T-^ ^SltTM A C MM^s v ?<J)&7 4 -/U K 

v *$#r ? □ «v * li, mSMSk^ 9 jT^f - h««f-*6J:tfMACMMA 9 
^f- USa-T— r §» £glt, M A C^'V#Ep0)&3f ^ M A CMM/s 

v * 12M<&# 7 -f K<DX t- h <m t s Silie&Sg^ v t— htllf- * 
$ A^-TM ACMM^'^ ?(DXt- Mf $B<t &&\Z LT, ftllEM A CXf- hit 

fiy^Lt, MACf- ^(DiagtMAC^U— A<D5feaM-f hiiii<!:£1£tti 
U flaEMAC^-^&S^il3J:^MAC7 : --$i$fegi(iSii^*a*-r^(0*< 

Sfcli, fj|BMAC^^^«f^P«y^tt> HCS^xy^lCfcoT, MAC 

£1*, MAC^y^fltfOMAC-r— ^fi^^1"-7< — K<D?-x y ££fr5 
(DT'ifey, !&IB*x?*£, ItrlHMACx-^^iiM^^^L-CMAC^ 
U— AOr-^^rt^bhU Cfl)MAC7b-AfiA<, MS^-f— Jl/ K^fil 

SLl», foSlMi. H&fBMAC^^yW^P^^I*. HCSfi^ttU, 
MAC7U-A^x<y^33J:i;a5S^^^5 J ? 1 x^<7|C < i:o-C, MA^^ 
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1 L r Ma y $f 0 7 -r -;u K** x ? * U M ^ v *0>t-* ft-PSS**] 

sol, asAv^^-f-iUKoDe^aifa&sa^ asi^f yicpy**fc* 

$ ££ J: TtmMZ'MV U MACMM^»; &(D? 4 — JU K<Dt— £ (DfilA^ 

* fc , «r e*» w i=« * x ^ ib3R* ipi a««o»S6« i= is it * « ^ p v ^ i* , 
®tt t shia; * *tr ft i*s»a i: *a») u t e k ^^bTEKf-^ 

£iIiR-f &fctf>0 T E K!f £tttti U itiJLfcTE K 8!b"t £ 

£fc, MRU, ^^^^jR^fifii^fcitsa^fiUMftiSfTd^rastur, 

J^t-i)*^^ CPUlCfeoT, HBTy^fll^-^MltTMAC (Medi 
a Access Control) »|*«l«^fif^, TELftl^B^Wot, 
KFETy^ra-r— ' ?)5^1^fcTEK (Traffic Encryption Key) £ 

5 T E K m IX -r v "J t fcffi tz t © 1? & %> . 

L-C. ItrlB^clBMtflRiTi?^ ;U3R*ffia®W«l*aclcfelt* T E K&SA 
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MAC (Media Access Control) |i§i«U MAC$3i£&o-f-*T°& 
J^fSftrXxy TE KjSIf-^ if ©B&^ft **lfcS»*frEM A CXf- 

hlSW-f*— 4« £#{$LT¥iJSiJ U BS#fl:**ifc»»*iiS#*»< f=*>® t E Kf 

TV?fc*ffi*.-Cl*S<DA<»*LlV, 

■f-LT, TWtB«Jt»«f^T-^^l*. TEKjlHf-$©MPEGffil©Mjf 
f^MPEGA'^SilfU M A C ©Si^t M A C f-^fi§l 

fcit;MAC7U-A(J)$tI/W htii* *tM A Cf-$ ftStilfit* 
±jfc-f<5MPEG'V?$r»*rXT'y?i:» HrlBMACT-^M®#fe*^MA 
CT-*ft^iiS<I^-£fflt\ MAC^(D^^^T?&'&MAC^-y^4 i a)J£3I 
'Ny^'fctfctfMA CMM (MAC Management Message) £ > &$1-0>:7'f — Klc 
oivCXx— Mt**BESW"5 iritis. TEKttlf-^l:tl!l^fWffS 

tftfctttR^vycttttt^tta^vywflHR^-****^, **o, t 

EKjUif-^l:MACMMA»/WSStSt$MACMM^f^©fiI^ 
tMACMMA V yttHt«f-**4l*t*MACAyy»tXf9^i, at 

y ^©Xf- UtttSSfffifi'^ ^x^r— hit if- * £±J&-r 
'v^ilWrX'T?^:, MACMM^-y^Hlffif- $£gltTMACMM^ 
V?<D&7<( — )l> KlfiV^U MACMM^7^«)Xf- Hfctt£S?"MA 
CMM'vym-hffiaf-**4*f'6MACMMA V jf»lffXfV^t* 
tWBMAC^vytMlfXTV^Kfe^TWKLfc. MAC^*+(DiH§ 
a. y if J3 * M A C M M a, v $f 7 4 —)l> K«>* r— h^® t , JtlBiftSft 

$f*T— htt$B^-$ A«itI5l^ v ^Xf- MM, J3*tfliIffiMAC 
MMA»;jf^f-HISif-$^tMACMMA7yfl)Xf-HI«iSSl: 
L"C, ItflBM A CXf- HS«t-* ££fifc"f 3 LI*. 
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H 5 f*7fU 7 -f — K££fcM PEG T V h £^11I)T*fo 

•So 

m 8 1* h c s * i y i una m a c ^ v ?m y &aj*&£iaHJi" fto a-e 

ID i 1 |£&3g^*/$f0>— $J (Downstream Privacy) ©7t-"7'> hj^tit' 
n-feS^^hiJ-Af-nTRMjAAH, CPU 1 2^-Sfc«)lZ 
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D I F 7x-3.:?Oy$s 1 2l*CPU-f>^-7x-Xx 

— $ D I F^CPU/U 1 5£tf*LTgtt\ MAC (Media Access Control) 
l^St^CPU, 1 4I*CPU/U1 5$^rLTCPU 1 2if-^©^y 

© y $ fx ? T- * iBfiatssa-c & a . 

$t:13 ttlftfcte* ea&ttfcT-* ©3%TE KMfcffll* t? 
fc-STEKffilf-^DTEK^irU T*— *«3&©»*N flWt©*»© 

T-jfRTEKiLtHlAtiTEKfii^PV^-eM. TEK»P'^ 
13tt, TEKiIf-$DTEK««m\ »&T E K&St*-* D 
D T Kfcjct/M A CXf- Hh«T— $ S TMC^m*"* *«tJiiil*r?n V* 2 
Ots IfiTEKfiIf->DDTKfcMAC7f-HWlf->STMC$l 

*tff-*©e9 K*!ll*ffL\ T E K«WI*f-f RT E K ttt*t*tt 
3 0££fiX.Tltft. TEKjfil^P'^ 1 3frbffi2j£ftfcTEKM 

CZt% MACXf-Htaf- ^STMClt TEKilr-^DTEK^ 

©MPEG<*jfti=a«>a**ifc. h^-^iiic^w^t-fc^MAc 

Ifi*fif3f-* (MACf-$) ©tttSaS^tfttft** - **©!?**. 
MTEKHIf-^DDTKIt M A C*T— HWB-T— * S T M C £R$M 
#(6f*lt4fc«)lC % TEKMT-*DTEK*0*fcl±1 ^PV^BLhJia* 
■tirfc*©!?**. £blZ, CPU-f >^ — 7i — Xf — £ D I Fli> ^>Xh 

■J-At-*STRM$7:J~ -7 9 h£& LfclSS©^-' S« ©ttl=, CPU/U 

1 5©*fl«Hi#*£A/W4. 

—ttny 1 ? 1 1 l*^^>Xh'J— A-x— $STRM(D7t- 7? h££&U 
CPU'f>-^ — 37 i-Xf-5 D I FirLTfcB*-r^o CPU1 2l*CPU/\*X 
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1 5£tf-LTCPU'f>$--7x-XT-$D I FfcgrtT, T-*fEHI£Ml 
4irtt,l-. MAC^tg^H^-rSfcA<Z)$*^«S*ft9o fcf£U MA 
CgHfg© 3 *> T EKiail:ffll>bWf-$ t'WTE K®lf-$ DTEKlt 
CPU 1 2frbCPUM*7.1 5£*rLTTEK&g:?Py? 1 3 (C&btl&o 

TEKli^P»;^ 1 3^li. TEKlif-^DTEKiUA^Wt * 
1*fll3t»*r^P 2 0*^ TEK«Slf-$ DTEKlCfcl+^MPEG^jgi: 
MPEG^ig|ratojX^*l-C^-5>MAC#3ii:<0«jt^«f^ftOo ^<g«f^P 
V £ 2 0 t^iUti £ ftfcilST E KflJSx-* D D T K fc<fc t/M A CXf- Mf 
«X— * S TMCM-^Py^ 3 OIZ&b*l£<> U^P»;^30li:, IIT 
E K&Sr-* DDT KlZfcltS, T-*©«*tt««fl)*:ft-b^^-S6iMn5 
DES (Data Encryption Standard) led: U B&-^fls**ifc"r— • * COL^T»«i 
a*flL\ ^r— ^IBfiSiei 4l:TEKlIiSSf- $RTEK£aj*>f 3„ tit 
Jg»«f ^P 9^2 0 tWJU '^3 0 I=fclt*M©»ai=O^TI*. ftfit-T 

If-fDTEK«», C©*MlT****l=Lfc«Ma*tf, CPU 
1 2 fcttSHflflDTEKM^Pv^ 1 3l=J:oTfT*5*L*. C<Dfc»* CPU® 

* © IS £ A/ HC <fc 3 &ftft£ £ * 1= fro» 9 jg L SSfr-f & d £ lc J: o 
"CH^$*ii)©r% /\-K«tJ**«»&*©l::fc*. LfctfoT, 

az& ©ftft&i:: <fc o r set & ic ft * . 

TEKHf-^DTEKjCPU/Ul 5^bTEKlI^Q";^ 1 
3lZ^i./^^jR^Ifi]lC-ri,Ct[Cj:o-C, T E K4&S©— b|5£C P U 1 2irJ: 
o-CSffr*Cfc*<Rrffil=ft*. -f >*-7x-X?P3/$ 1 1 A N b T E 

K*J3:7p?$i 3I=H& % Ift^fc^t/fiJffiix-^^iii.Ctlz.k-DT. CPU 
i 5©M*$Tif Szttf-e^Siirtl::, c p uillffiaHtJl^: 
fctfRTffiKfc*. &tzs h'J-Af-$STRM©A*/Ut, 

— 7x— *?Py£ 1 1 frbCPU/<X 1 5~.0C P U-f X-T— £ 
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g]2(Zfcl^T, 2 1 l*T EKMx-* DTEK*<DMPEG$3£<D^V#T*& 
§MPEGA-^^i«fU MPEG}iigfrbMAC|i&£fe#tliU MACt 
— Jfl)f-^ it M A C f-$ PMC MAC7U-A05fel/\* 

j hi4g$itMAC-r-^$fe^&M-^LPMC$ai*-ri.MPEG^^^ 
«f^P^^T?fei»o MPEG^^W^P > y^2 1li, T EKjiif-' * DT 
E K £j§5££-fe!-C#fcii&T E K&gx— £ DDTKttilC, ChlC^M A 
C =r- $ OTffl^ P M C ft <fc M A C =r- * 5MHHBM- L P M C £ til 2) -T 3 o 
2 2 I* M A C f ? — £ ftSil^ P M C fc <fc M A C "T — £ ft BttiHI-^ L P M C 
£A2li:U MACijIStt^MACf- *4"<D^y$W* (MAC^ySO 
^O. ffl&^v? hMb CMM (MAC Management Message) 

5MAC^«;W?P7nM. *fcMAC^'V^«^0'V^2 2li, @ 

ITEK OTt- $ D D T K lefty's h t # , ft 35^ y ^©<4fi £ 

^-TJSSi^^^M'tt^X-'S'PEH^ai^L, J^O, HTEK«llf-$D 
DTKlCMACMM^y^##£Et"<5<!:£\ MACMM^V^CttlSStMA 
C M M ^ y $ftt1IflHB X- $ P M M $ iti * -I) o 

2 3l*tt5S^V^ttM«T— 5« PEH£glfT> MA C^y 

5i^-yy7.7 i -h'ff# J r-'S'STEH^tl3*-r-I.J£5I^^^W^P^^. 2 4 
liMACMM^^^iig'i^T-^ PMM^gltr, MACMM^y#<D8?#r£ 
<Tl\ MACMMA-^^f - htt^f &fr*>#S, Sl*£^"MACMM'N 
7^f- htt^x— 5» STMM^UJ^MACMM^-yyiDf^P'y^t'fc 

^LT. MAC^y^W^P^ 2 21*. K^^yxf- hlSSf 1 — * S 
TEHfc£t;MACMM^y?Xx-hti&STMM£glt..MAC^y?*<0 
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vV*=r- MffS^-S S T EHi^«3|A.^fl)Xf- HSSBfc<fctfMA c 
|ZLT\ MACX-r-hfgfaT-^STMC^^-r^o 
<MPEG^-y«> 

MPEG'S«;«^a'^2 1 Its TEKllf-^DTEK^OMPEG 
^V#ZM1fr?%Zt\Z&^X, MPEGP&A^MAC$i§it£8t£tB-fo 

h^v>£jj^"gl"e&3 0 £fcH4liMP ECN'y^(D7t- 7v K**"fHT? 
fc-So S3l=fiEoT« MPEG^^^#*flCfcltSM©S8*l*SiM-r«. 

SISTIDLEJ 1f*y, TEKMJi-r-^DTEKIcmy^feS^tt, *X 
- h£ TERRJ iZt&o 

*7— h# r I DLEJ T?fc*fc*, TEKilf-^DTEKC^^ 

(SI 1 ) o Lt, /^^hv>^/) < MPEG7U-A©fti$iLfci:^, 
MPEG ^— £ (D%m"r-$ . -T^*,gl4[Z^-rMPEG/^'y hv>7/W 
hf-^ (sync byte ) ©fit** "0x4 7" "Cfc*fc£, Xf-h? Ts 1 J 1= 
(S12) o *5T?fcl*fc*tt*T-h* TERRJ 

Xf-htf Ts 1 J T?fo<&fc£, BKlziS^TE I (Transport Error Indica 
tor ) T-*omtf "0 x 0" -Cfcy (S13) , fro, B4l=5tf P I D (Pr 
ogram ID) ©±{45^7 hflW "0 x 1 F" T?fc§ (S 1 4) it, X^f — h 
£ rs2j 13 u *5t?fci^tl**T— h£ Terrj ic-f <£> 0 TElf-^ 

i*MPEG«jgi=Ky*<ft'&^5* v **t- : ba)T&y, sysnEMBStttfti* 

*fc. P I DteDOCS I Stt#©MAC7b-A*(lK2l1*SMPEGT 
Xf- TS 2 J ffcixtt, P I D(DT148 If 9 hQtofi "0 x FE" T? 
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h&mSl*. Xf-h^ rS3j ICLs f5Wt$IWf-h$ TERRJ 

(S 1 5) o f LTXf- htf rs 3j tfeSi^, H4|Z^-r h7>X 
tK— hX^^^^U^^ hP— JU-r— $ (Transport scrambling control) (Dfit 
j!>< "oxo" -efcy* fro, m4\~*?T9-?7—i'3^-?<(-)VF3>ha- 
)\s=r—$ (Adaptation field control) Oiifr "0x1" X°&&t£. Xt— h 
$ TS4J (CL> ^?T?fcl^£l*Xf— h£ TERRJ (SI 6) „ h 

ho-jUx-S-e&y, 7^^f-v3>7^-;bK3>hn-^f-$i*DO 
cs I Sffl37 KSiJ iJSt3>hn-;bf-^t*fe^o 

X'f— f«fr TS4J 1?fc<i>ii£\ g|4lC^-rPUS I (pay load unit start i 
ndicator) (Bfilfr "0x1" (Dirt, 7 -r-JU Ktf#£«fc*l»i U 

Xf-h* rpoiNTERj IC-TS (S 1 7) o toVttl^tttts Xf-h 
$ TMAC_FRMJ IZ?Z> 0 PUS I liMP EGf — £|CMA Cf — $(D$cWi 

-*i5feiatts^LPMc*±Bfc"r«i»i=s5tft*x-*T?fcy» Bii:-3i» 

rii^-r§ 0 

Xt- Hfr TMAC_FRMJ -Cfeix!:^. MPEG/^-; hv>^/\V Kf 
-^W-SST'Xf-hJffiSL (SI 8) , MPEG/^^hv^MVh 
T-*#f!*U frO, -£(Dfilfr "0x4 7" "C (S1 2) , Xf-h^ 

rsu leu -t5T?&i*fc#tt;*x— terrj ir-r^o 

X^f-Kfr TERRJ T*&§££, /^•yhv^^MPEGf-^O) 

5fcH£^-f£T*XT-h£fci#L (si 9) , ^7hv^A<MPEGf-$ 

<DftSi£^Lfc£:£, MPEG/^9 hv^/W hf-: 5»<D{Sfr "0x4 7" 

■efcSS^ti*, x^-h£ rsi j izl (s i 2) , t3Wi*ttxf- 

PMCfc^rjMAC-f-^ii^I^PMC(D^^5ilwOL>TijiBJ-r§ e 05 1± 

*V y-r — ;u K£^-fcM p EGf-^ 0)7*— t ? hfcll&ttK^-f 

y , S 5 IZ^f J: 5 &M PEG t— * liTE KMt— £ DTE Kfc£**lTl* 
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■So 

@5-eii % MPEG^y?Kfcit&pus i ©fiitf "oxi" -efey. *°-f > 

fcoTl><g>o >tf-f 2/*7-f-JUK<D&5l:: % -(DMAC7U-A (MAC 

Frame #1) (D&y Of-$ *<M/W h#£U ^<D#fr bllrfc&M A l^-A 
(MAC Frame #2) II fcfc^LWSo Lfci^t, *V 7 -f-;u K 

■ffcfrfc, htf TPO I NTERJ 4»*<»K-r>^7-f— il/K 

K*^>^lc<fcoTs X-r— h# rpoi NTERJ -efe-5)&M1"^:t>*»7K-<> 

^MAC7b-Afl)3tI/^ HftH^&SfcKSWS. CtifCfcy. MACf- 
$ fcfflttfi«# LPMCHlilt§. 

Xf- TMAC_FRMJ T?*5IHfl!)T— 5»ttM A C^igT'fe^C 

PEGf-5 £s M A LPMCfei^MA Cf-^tll 

# P M C t OM&t: fflLfeitoKTik L X l^Z . 

T, TEKM-r-*tXT-hflM8t*»J6^lt«fc«)l=» TEKillf-^ 
DTEK$ 0£fcl*1 *nv*13l±affi;iM*T, SET EK&S-T-* D D T K 

MPEG«JS©ftH«ffil=-3l*-C, TE 
tfft^ftSI^^^^Siftlti/fltT?*^* MPEGiilf-^ (18 8/U 
h) ^^^^ h-r-SMPEG^b-Ag^^^^^^lt, TElf-^ $ l7- 
^^L-C^fel^^-et., ^©MPEG^jiO^Six— $*£-e<&MPEG$ig^ 

-SStfl 8 8"efcl*i§£te, f©MPEGiJllii7-i?fc«i:«t*<iltl 
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<MAC^-^«> 

MA C^^y^ffi^O y^2 2 tt, MWT E Kilf-^ DDT KOROMA 

@6I4MACA7«^D'^ 2 2lC*JI-t^MAC^'V^WOXT— hT 
•»^tl-e^5. Z0MAC^^«©Xf-h7v>li, MACf- * 
&Wl^PMCJb^T*fc"l>££<D2K ll^-r^. £fcg]7lSMACx--$(D7 

fili riDLEj -c&y* MAcMi:^UA^^i^f-h$ terrj 

h*< r I D LEj •efe-Stts MACx-^jt^M^-LPMCjb^ 
*r&T?fc^£#f**0*-r--h£#fcU t#l*Xx-h£ TFCj 

iz-fi. (S2D o c:t\ xf-hi^ tfcj ■cftSfc*©MAC^v#ii, 
FC (Field Control ) x-*T»fcy, MACf-^OiS*, MACf-?© 

x-f_h# r F C J -cfc***, FCT-^flXt^HMff-T* (S2 2) o L 
tFCf-SKOi^ SYNCf-^St^l*7xf-hJ TPARM_Tj 
[- L (S2 2A) , MACMM^if^liAf-hJ TPARM_MJ fZ L 
(S2 2B) „ PacketP DU£jj?-f*§£l**T— r-£ TPARM_DJ lZtZ> 
(S2 2C) o *fc, FCf-^OMOx f fffcU, MPEGlilf-^ 
^5-f-^tfc-5ST UFF/W h£ij?-fii£teXx-h£fci#L (S2 2 
D) , FCf- 4«*<**l»»l-fl)«*ttXx— h£ TERRJ fc-f 5 (S2 2E) , 

synct- Srr*, •fe>*-SM*&Sft£'h'*. EJB&Sfc&Sfcx 

— $«^isai-r*fc4<)<0MAc^jgT?&y, macmmi*, gra^bSt 

MAC<D«»l=fflt^*?|f««9aTT-*^PI»«l«fcl&**X-* 
££*teSt"5fcto©MAC#3&-C&y % PacketPDUli, ISfl)Wtf-^ £ 
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£fc. FCf- 2lC-££ftfcEH DR_ON(Dii^P>s MACf-^fl)^ 

— h# rp ARM Tj r P A RM MJ rP ARM Dj tfe^tts 

Xf-h^ TLEN_HJ iC-r-So TsT-hti* l"LEN_Hj Vfo&tt, X-r 
- h£ TLEN_LJ \zt&o Xt-K# TLEN_LJ Iffe***, EHDR 

_oN(D»bt£?i^^^a)^^^if-r^ (S23) o ffi3i^^^#^-r^> 

itteX^-KS TEHDRj l-U ■td^^^ttliXx-h^ THCS_ 

Hj iz-r-5 0 

xf- kj&< tehdrj vtozmmts mi^jv*>®.w.-Q&z>tzfo. 

V J ?®.mtU : T-$ P E H ££fifcU Z*l£iIMT E KMt-S DDTKtt 
TEHDRj X'fo&tZ. &m^V?MmZ?av<7Z3 0)mmtfft 

ih a $ *tfc&31^ ? "f- hltSBx-* STEH^b, i£3§^ v 9f*m*Mifi 

m®lZ®TLtzZt&m^Ltzt$. *T-h£ THCS_Hj lZ?& (S2 
5) o ttSg^y^Xx-hflSBT 1 -- S'STEHJ^fe, tts^-y^tKy*' 
#£-f&> -r^*»MAC^iglziiyA^-ri>Ci:$?ftELfc(i:t, Xf-h 
£ TERRJ (r-r-l) (S2 4) . ftSi^^Xx-hfflfax-SSTEHli&Si 

Xt- h# THCS_HJ (Dt^s xf-^ thcs_lj ic-r& 0 xf- 
M< THCS_LJ <Di#. Xf- h£ TDA_LDJ IC"f £ 0 Xt— h# TD 
A L D J <Dt£. Xf-hl rsA__LDj izir& 0 

XT—hit TSA_LDJ 0)t%. IIT E K Mf-^ DDT Kfl)115t7 
Kb* (DA : Destination Address ) tS8*«©7 KUXfcA<-» LT 1*3 

<DT% Xf-hJ FERRJ IZTZ> (S26) „ ^LT. -g[ £ M 
ACliji^S YNCT-^*fcliMACMM-efe§5f)^A\ ~tUt>%. MAC| 
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TMAC_MNGJ ICU ■£ h£ TTL_HJ Inf* (S 

27) „ 

Xf- h# TMAC_MNGJ ^&£>$F 0 mMACMM'N*y#©&e-efc&f- 

— * DDTKiitl:MACMM^y«^P'^2 4^j££ 0 MACMM^ 

Xf- KA* TMAC_MNGJ T?fc<&fc£, MACMM^-^i^a"^2 
4©M#m^Tl^fyj[i, Xf-h»t^ 0 ^LT, MACMMA-^ 
»^P«y^ 2 4^baj*$tlfcMACMM^^^7.T— hfS^-r—^STMM 
j^b, MACMM^>v^MSA<iE^lc^7LfcCi:$5IELfci:ts ^f- 
h£ TVAL I DJ IZiTZ (S2 9) o MACMMA^^f- hffffix 

— £ S TMMfrb, MACMM^7^l:^yA^StS, tfet)*)MA C^ial- 
^y^#Si--SC«t$5tlgLfc<t^. X^-h£ r E R Rj (S2 8) „ 

MACMM^-^Xf - h'tflB-T— ^ STMMIiMACMM^>y^7-f-Jl/ 

X^-h# TTL_HJ (Dtt, IlTEKjlllf-' $« D D T K<7)i£{15cr K 
UX (S A : Source Address) «»7 KUXitf-ifeLT 

irfiJKf Xf- K£ TERRJ fcU -StLt^^l^ #l*> ^f-h* 
l*TL_Lj IC-T-S (S 2 A) „ Xf- h# TTL_LJ 0<tt, Xx-h£ 
TVAL I DJ [C-r§ 0 

xf- tval i dj (Dirt, MAC^^S^x— £#*$£-C°;*T■ 
-h££&U MACf- ^(frt&C&x-* X-r-h£ TFCJ Ic 
U &0MAC$j£(D$&fll*iT£fr5 (S2B) „ 

xx-h*« tehdrj •efe^^^iiM^'y^^^-rctA^btt^-y^M 

iffgx— £ PEH££j£U Xf- h# TMAC_MNGJ ^&i)^FBll*MAC 
M M ^ v $ £ ^ 1" C t b M A C M M ^ V V & M IffR T — * P M M £ £ -5 o 
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% LT, «A^^Xf-h ff#-T— ^ S T EHtMACMMA-^Xf- Mr 
$Btt— $i S TMMt, MAC^'^W^P'^ 2 2tSHfLfcMACA7^fl) 
7f- MtSxfrb* MAC^f- MifBT— $STMC$4filt§, fcfcs CC 
tlftfcXf- h tttfcZ-tt&tz&hlZ^ iiMT E K#UI^-$ DDTK^^bC 

ZCtlt HCSfi'^ICiot, MACA'^0i"-J^tll^ffotL^ o 

CA'V? (FC7-f-^K, P ARM7-f- Jl> h\ L E N7-f — )\s K, EHDR 
JCRCfUL, HCSf-^ k-m&.&t&^.tlZ&'oX, MA 

i»o f^gl*. (a) fiL EN7-f- ^Kffifi'^ (M A C 7 U— Aff i ? 
„ (b) l*P A RM7-f — JUKtf)?- i -V V (SKI^V**^!?*) $jj*L 

18 (a) J^C, LEN7-f-;bK(»fi'^l:lt LEN7-f-^ 

K{S#*'7>h-r'S>LEN*'7>$£ffll^o LEN*^*!*, MACf-i> 
5tltti§ L P M C M A C f-5> (MACf-^D O^M'^TF-'t^LM. 
7?^*bl=Jfeofctt, *>!;>h$X$-hL, XOMACf-^ (MAC-x-* 
2) ©5fcfll£^a©T^®Kfc-3fci:t, *tf>a<7>h£Xhy7-r<&o d*i 
tj LEN^^^^OfiSli, MACf-5Hfl)f-$l^tCtl:ft l J> £ 
y*<J5:lt*llf, MAC_LEN1 (=LEN7-f-;Uh'l+6/Uh (FC-P 
ARM • HCS7*-;UK^K*§!) ) t-Sc-ri.l*-r-C*&<5o ^ZX\ LEN 
*'7>^(7)MA ? MAC_LEN^ < t-at- ^xt^li, L E N Z> 4 -)V R=!S y A< 
fcl*fc¥OBrU -Tas LENa«7-:/*a>tt*<MAC._LENgfc— RLfcL*£* 

£fcgl8 (b) d^-f <fc?fC, PARM7^-^K©fi!/^l:lt, PARM 
7-f-il/h'M*7>ht§PARM*7>$$fflt^. P A RM* lis 
MACf-^3feIfili^LPMCA<-(DMACf-^ (MACf-$3) 0>5fc 
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m*7F?&mX*mmztj:-otzt%frt>6/U h (FC • PARM - LEN7-f- 

A^o^h^h'v zf Lfcfeg*<ttK^ v swfr y i=ffi a-r * = 1 1= ft 9 * & 

£>„ *otMACf- * 3©Xf-HSW7LfcW, Xt— M8*tf 
TERRJ T^c^L^^I*PARM^-<-;^Kl^yA«^CL^i:¥iJirL, Xf 
— hfnUA* TE R RJ -C'fci)tttt. PARM7-f-Jl/Kfi'^fl)ISl$«l 

fcf?_^(Dasi=jif5Lr^-5Ci:^«6^L, Terrj -efcl^ 

fc£i*FC7<— juKicKytffti^lWU -7a, xf-hW terrj 

T-h««f«Sm*< TERRJ -TJfc^fcSttEHDR^-JUKKKytfft^tfl 
HtU -7J> Xt— l*»*ffS*** TERRJ T'fe-SttliEHDR^-r-JUKlC 

^y*<&-6t*j»r-r*- 

^ _ ;u KKOLvr x^-tf &l^i§£l;J\ H c 8fi*^8*4 { i7--efcife* 
£T» o T t, M A C ^ v V\zm y ^ t ¥ 9Bff It Z>Zt tf^m t 

i=-*-*itfj:i\ cwcfcd^MAc^^^^y^aj^^ffl^-r. hcs 

?■ x «y £ (D^lc J: o T M A C ^ y VO)W: l ) &tH £fr 3 C i: pJ^IT' & & o 
tta^V^»*f '^2 3lt jIMT E K&S-r-* DDT K*ICtH|^ V 
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l9l»-y«^P'y^ 2 3lzfcMt6&^y?M©Ax-r-7v:/ 

oizif.-r jok, tta^y^tt, aa^v5ffl>a»**-rEH type ^y-juk. 

tfc»^y*0T— *»#**1"EH VALUE? <f-;UK, fccfctfEH VALUE7<f-JUK 
©S***-TEH l£N7-f-JUKI=«koX««**l, J2l», EH TYPE . EH LEN, EH 
VALUE0& 7 -f — ;U KrtHr V h IC o Tf& y ig£*l3 • 

*T^— hjMffl»Mfcffi"Cft<& Ti DLEJ t?ft*S^I-i3^T» MAC^'^i 

1*, Xf-h$ r E H T L J |=U f3-Cftl^*l*f©^f-h*ft»tS 

(S 3 1 ) o 

Xx-Ktf r e h T L j T*fe££t<DMAC-r-*l*> fc$S^<y ^oamfc 

*^f-^MSLtu§, tttR^yKHu *0 3 M 
A C-T—$(DEgmtlzffl-?Z>^r— ("Downstream Privacyj , MACf- 

EI9L^««S*&*prffil="*"'6ai!B"Cfc*PHS (Payload Header Suppression) 
WV&tEtitzT— *X°fc% TDownstream PHSj % t$j:XS&&'^V? ; £Mlto&tMz 
ttffl$ti<& rNu I I J "Cfc-So 01 1 li TDownstream Privacyj •C&'S&SI^ 

Xf-hA« r E H T LJ T*fc&<t£, MACf-^/) ? ±sB3lifl)DW 

t*ttMi:ttt, Xf-^ TEH_VALJ izu il 
ETEKMt— ^DDTKfcRiJj&t&afcWSrU Xf-hJ TERRJ Izt" 
3 (S32) . 

7>7—btfi Teh_VALJ <Dt%. H0k*»v91fi TDownstream Privacyj X 
fc£i§£l* (S3 3) , Z?u hzuU<7M-va >£^-fVersionx— £ (Protoco 
I Version Number) ©filA<0 x 0 1 -e&lUid-P. EH VALUE?* — ;b Kfflt*© 
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x— *^fe£Reserved-r— *0>W0 x OOt^l^. IlTEKilf-^ 
DDTKlzm i )tffo : &t%mLX, Xf-h* TERRJ \Zt& (S34. S3 

5) o 

EH VALUED -f-JUK*«^T?fc -5 ^SA^SlE-r^ (S3 

6) o ZZX'Ommit, EH LEN7-r-^K£Hii£*'7>h-f 6EH LEN*^>^[C 
J^Tfrdo EH LEN*^>^<DW, EH LEN7f-;U KtfXSi-i&L 

K<&§&-efc<i>frsfr£st^-f s (S3 7) „ zzx*o>mm\t. jta^^yM 

1f «t-* P E h £#88 LTfr 5 „ ttS^ v #7 -f -;u K0>Sft-C*$ t £1*. 
M^«y^<D^«f^iE^lc||7LfctfiJ®fL, Xf-hS Ti DLEj 
Xt— h£ Teh_TLJ lzt& 0 

— MWU 1ST EKjttlf- $DDTKlc^y*<fc-Si:*!lifLfc^<Dxv — 
VMft-Jny'? 2 2^ttJ2rt£>o 

< M A C M M ^ #fl?#r> 

MACMM^7 '^2 4 [±, jIM T E Ki&If-^ D D T K^I^M 

H1 2ttMACMMA-^i^p.^2 4l:j3ltSMACMM'S7^M© 
Xf-h7y>?*tiffc§ 0 SfcUl 31*MACMM^?»y©7*-7v h 
**-rH"Cfeft. Hl3l=fel\T, DAttllTEKfflif- * D D T K<Dj2HI 
&7 KU*7-f — iUK, SAIiiiSTEK^Sx— ^ DDTK(DEHi7LTKUX 
;Uh\ Msg L ENIiMACMMOx— ^^^-f — ^ h\ DS API* I S 
O 8 8 0 2 - 2 IC^ISII Ltz L L CiHtftT K UXtK-T > h 7 < -)V h\ S 

SAPIiIS088 0 2-2lZ«LfcL LCiifi7c7 KbX^V > h£5^"7 
<f — )l> h\ Control l*ISO8802-3 LTcUnnumberd flt«7 L/-A7 
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<-;UK, Versionl*MACMM©/\*— v3^t7-f- ;U h\ TypeliM A CM 
MWU^Tfityj— JUh\ R S V D li MAC Management Payload£ 3 2 tfy 
fjLtlziBg-f -SfctoO)';-*— 4— i\> K, MAC Management PayloadliM 

ACMMOSI-f— £"7^— JUh\ CRCliD Ajb^MAC Management Payload£-C 
£ C R C fl-g-r 3 «)fl> f x v ^7 v-^ >X x — £ 7 — ;i/ K -C fe § o 
gll 2lC^o-C, MACMM^«y^P«flCfclt-i>fiiSa)SS*l$liiBJ'f Xf 

Xx-h^MM-efe^ TIDLEJ T'fei.^lCfc^T, MACvy^ 
2*^&bftf::MACMM^yyte§^$R : f— $ P MMtf 3f$]T?fo 

<S>££li, Xf— h£ tmsgl_hj cu -edT-fci^^ii^oxf— h£ 

(s 4 1 ) „ 

Xf-h^ TMSGL_HJ 0)t%. §lLfcIgTEK©If-^DDTK 
<D>H15c7KUX (SA) tm#£M.0)T KUX££Jt&U -StLT^^tt 
I*, IIT E K«llf-^ D D T K^lftf- ^H&^t^ML. Xf-h£ 
TERRJ CrfS-^s -ULTL^^tttt, Xf-H TMSGL_LJ IZ 
■f<5> (S42) „ 

Xf — h# TMSGL_LJ Xf-h£ TDSAPJ IZ-T§ 0 X^- 

hJb< TDSAPJ jlSTEKiaS-T— DDTK(DfilA«0 x 0 Otrfe-S 

Xf-hS TSSAPJ l=U iiMT E KiBJg-f— 

^DDTKtt^F^t?fc-5t¥lJSrL. X^- h£ TERRJ \Z?Z> (S43) „ 

Xf- h*>* TSSAPJ (Dt%. 1ST E KMf-^ DDT K0i^O x 0 

o-efoSttii, Xf— h£ TCONTROLJ IZL, •e^X'^c^ttiis iiS 
TEKffiS^-^DDTKIi^^^x-^-C'fe^tflJSiL. Xf-h£ TER 
RJ |Z-f& (S4 4) 0 
7.f-h# TCONTROLJ IlTEKjffllf-' $TDDTK0fiA< 

o x o 3T?fc"5££iis xf— h£ tvers i onj jcu 9 -e&L> t £1*, 

II T E Kllf-^ D D T K IWIff- £ t^M U Xf-h£ TE 
RRJ (S4 5) o 

Xf-h# TVERS I ONJ (Dtt. HTEKiSlf-^DDTK(DiA« 
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0x0l£fcliOxO2T*fc4££li. X^f-hfc TTYPEJ IZL. toVU 
l^tl*. jlSTEK&gx-* DDT Kli^SfcT— *^&4i*JEffiU Xir 
-h£ TERRj lZt& (S46) . 

Xf-h^ TTYPEJ Xf-h^ TRSVDJ IZ?&. ^LT. X 

T-h# Trsvdj <Dt$, MACMM^vyff«fA<iESK»7Lfci:*aBfL 
t, xf-h^ ri DLEJ lCt4<, 

-fl, KcDX-r— hit tiL M&TEK&Mt-Z DDTKlzm 1 ) tffoZkW&iLtz 

fijffi Lfci§£CDjE£$l7XT- Ht«£, MACMMA-y ^Xf- Uta-r-r £ 
S T MM (t LtMAC^yjMr^Bff 2 2^ttitlirZ> 0 
MACA'; ? □ 7^2 2, &3f ^ ? $rfl**f ^P^^23fc*i;MACM 

•f4, M©IS71ft. MACXf-HMBf-*STMCi, C^llw^ES-r^ii 
ST E KOT-X— £ DDTKttf, 7^7 3 0 |z££b*l4o 

<^^P^<7> 

w^B?^ 3 01*. ttfim^n v<? 2 o^hia^^htzmmj EKmm^r 

D DT Kfc J;^MA CXf - htlif-' S» STMC$A*tU iISTEK 
D D T KfCfcl>"C, Tr- SK0»ffi1tftBlfl)fc*-b>^— ISMftlTfD E 
S (Data Encryption Standard) Izj: y Bt#<k**ifc»»©T-r > tsi^TW 
MtfflV -tOMISS^T E KflaSfS^x-* R T E K t Ltf- »SB&g 

§1 4fcma-r4. 

iii 4ii^^p^^3o©iti^^^-r7P- ; 5 1 ^— h-e&^o si 4izfci^ 

T, 3 1 I4IST E Kftlf-* D D T Kfeitf M A C^f - HSftf-f S T 
MClA^iL, ilgTEK&gx-* DDTKCDB§^©5&£¥iJ»JU mi CD 

g-^fljaaiiT 5 -* d d i & jctfs-Msatstrt-r-* ddx *ai A"r4«#* 

ft? x v *J -?u v „ 3 2 f$$ 1 cofe-^Mfti^-S D D 1 £&#MC:£j£ 

l fc t? ? h s-c & * 6 4 if v h l , %2<d «#*yi»fcT- * d d 2 1 l 
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TKi^b. TEKf-$TEK«t5fci&©TEKl^f-$ I TEK$ft 
m?Z>TEKm£?-$®ttiJav<7> 3 4|*T EK$£t-$ I TEK£ffil^ 
tTEKf-' SfTEK$ttai-r-i>TEKx— >ttffi^P»;^tfc5. 3 5l*fg2 
0>»M3#fiT— * D D 2 ICS* LTfi-^MSfTLV $ 1 0l§iI!l^ST- 

m^mmmm^-' * rd 2 tLxtaxtzm 2® hra^p^ 371*11 
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